
Privacy Policy 
Effective date: February 13, 2026


Freelant (freelant.io) is a simple web app for freelancers, digital nomads, and small teams to 
manage clients, projects, invoices, and travel plans. This Privacy Policy explains what personal 
data we collect, why we collect it, and what choices you have, in line with GDPR transparency 
expectations.


1) DATA CONTROLLER AND CONTACT 
Controller: Attila Tokolics ev. 
Address: 8481 Somlóvásárhely, Vásár u. 12., Hungary. 
Email: privacy@freelant.io.


2) WHAT WE COLLECT 
We collect only what we need to run the service, keep it secure, and (if you choose) send updates.

• Email address, password (stored securely), basic account settings.

• Workspace membership, admin and member roles, invitations, and collaboration-related 

metadata.

• App content you add: client contact details, project and task items, invoice information 

(amounts, currencies, statuses), and travel planner entries (locations and dates).

• Technical data and logs: IP address, timestamps, device and browser information, and security 

logs.

• Subscription and billing meta subscription status and payment identifiers processed by Stripe 

(we do not store full payment card details).

• Newsletter data (optional): if you subscribe, we store your email and consent confirmation 

(double opt-in).


3) WHERE DATA COMES FROM 
Most data comes directly from you when you create an account and use the app. Some data is 
collected automatically when you access Freelant (for example, logs and cookies).


4) WHY WE USE YOUR DATA (LEGAL BASES) 
We use your data for the purposes listed below, each with a GDPR legal basis.

• Provide the Services (accounts, saving content, collaboration): contract necessity.

• Security and reliability (abuse prevention, troubleshooting): legitimate interests.

• Product analytics and improvement: legitimate interests.

• Newsletter: consent (double opt-in, unsubscribe anytime).

• Legal compliance: legal obligation where applicable.


5) COOKIES AND TRACKING 
We use cookies for app functionality, analytics, and (only where required and only after consent) 
marketing measurement. WP29 guidance supports clear, plain language and a layered approach, 
which is why we keep this section practical and link-friendly.

What we use:

• Essential: session cookie (login and core functionality).

• Analytics (first-party): Umami analytics, self-hosted.

• Marketing/measurement (third-party, only after consent): Google Tag, Facebook Pixel.

• Infrastructure: AWS load balancer cookies.

• Landing page: Framer cookies may be set on our landing page depending on configuration.

You can manage cookies through your browser settings and our cookie banner (where shown).


6) WHERE WE STORE DATA 
Our primary hosting is on AWS in eu-central-1 (Frankfurt, Germany). 

http://freelant.io


7) WHO WE SHARE DATA WITH 
We do not sell your personal data. We share data only with service providers we need to operate 
Freelant, and only for the purposes described in this policy.

Main providers:

• AWS (hosting and storage).

• Stripe (subscriptions and payments).

• AWS SES (transactional emails).

• Sendy, self-hosted (newsletter, double opt-in).

• Google and Meta (only if you consent to marketing cookies).


8) INTERNATIONAL DATA TRANSFERS 
Some providers (including Stripe, Google, and Meta) may process personal data outside the EEA. 
Where required, we rely on appropriate safeguards such as the EU Standard Contractual Clauses 
(SCCs) to protect transfers to third countries.


9) HOW LONG WE KEEP DATA 
GDPR requires us to state retention periods or the criteria used to determine them.

Our current retention rules:

• App content: kept for the duration of your subscription; deletion requests handled by email.

• Logs: kept for 6 months.

• Backups: kept for 7 days.

• Analytics (Umami): event-level analytics retained for 24 months; aggregated, non-identifying 

statistics may be kept longer.

• Billing and payment processed and retained by Stripe under their policies and legal obligations.


10) YOUR RIGHTS 
If you are in the EU/EEA, you have rights such as access, correction, deletion, restriction, 
objection, and portability, and you can withdraw consent at any time where processing is based 
on consent.

To exercise your rights, email privacy@freelant.io from your account email address. We may ask 
for reasonable verification to protect your account.

You also have the right to lodge a complaint with a supervisory authority.


11) SECURITY 
We use reasonable technical and organizational measures designed to protect your personal data, 
including encryption in transit and access controls. No system is perfectly secure, but we 
continuously work to reduce risk.


12) CHANGES 
If we update this policy, we will post the updated version and change the effective date. For 
significant changes, we will notify you in a reasonable way.
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